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Outbound Compliance and Content Protection



OVERVIEW

Vericept Protect gives corporations and organizations immediate brand and reputation protection by identifying and 
stopping compliance violations, intellectual property theft, customer data loss and other legal exposure before it occurs.

Policy-based settings offer automatic encryption, self-compliance, blocking or quarantine of email communication and 
attachments in violation of corporate and compliance policies. The Vericept Intelligent Content Protect EngineTM analyzes 
each piece of communication by reading the content, understanding the context and analyzing the structure. If the 
communication is in violation of a policy, the appropriate action is applied to the email.

By automating the process of send, encrypt, block or quarantine, Vericept Protect secures the organizations against 
damaging insider activity whether inadvertent or malicious in nature.

IDENTiFYiNG THE INSiDER RiSK 

With information theft on the rise, corporations now need to control and protect intellectual property not only from 
external threats, but also from the “trusted insider.”  Employees within an organization have access to proprietary and 
conýdential company information and have the power to disclose details about the company without the company 
ever knowing.

The Vericept PROTECT Solution  

Vericept and Entrust have partnered to offer organizations 
advanced content protection without impeding the   
þow of business to:
	  
	 • Protect customer or patient data from falling into the  
		  wrong hands
	 • Protect business plans, customer lists and product plans 		
		  from being sent to competitors
	 • Protect against sexual harassment suits by stopping 		
			  questionable communication

Vericept Protect provides advanced content protection with early identiýcation of violations, automated email 
encryption, Email Self-ComplianceTM, blocking and quarantine capability.  Working in combination with the Vericept 
content detection technologies and the pre-deýned Risk Categories, Vericept provides more visibility and control than 
any other content monitoring solution on the market today.

Would you know if….

Conýdential information about an 
upcoming acquisition was being disclosed?

Unencrypted PHI, customer account 
information, cardholder data or 
employee records were being sent 
out of your organization?

A resigning employee was stealing 
proprietary information for a competitor?

With Vericept, you would know.
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OVERVIEWEarly Identification of Violations

Vericept provides early detection of impending threats and insider risk.  Utilizing over 70 pre-deýned Risk Categories 
and custom categories, Vericept monitors all Internet-based communication and identiýes areas of immediate ýnancial, 
reputation and legal risk.  By correlating events and analyzing patterns of behavior, Vericept can help organizations to 
identify an incident before it occurs and take immediate action to protect against serious security breaches that can 
cause irreversible brand and reputation damage.

Automatic Email Encryption powered by Entrust 

Automatically encrypt email communication. Compliance regulations such as PCI DSS, GLBA, HIPAA and state data 
privacy laws require that unencrypted non-public personal information be protected against exposure to unauthorized 
individuals. In addition, organizations need to protect proprietary information from falling into the wrong hands. 
Vericeptôs Protect embedded with Entrustôs full encryption capability identiýes email communication containing 
unencrypted information and automatically encrypts without any user interaction and without impeding the þow of 
business. Encryption settings are based on the organization’s policies for customer account information, PHI, employee 
data, business plans, client lists, merger and acquisition information, ýnancials, source code and other valuable  
informational assets.

Email Self-ComplianceTM 

Vericept’s unique Email Self-Compliance functionality allows for content protection without impeding the þow of business 
by allowing the employee to decide whether or not an email communication should proceed.  When a violation occurs, 
Email Self-Compliance sends an alert back to the employee with information on the violation and allows the sender to 
reconsider whether or not to continue sending the message, to encrypt and then send, or not to send the message at 
all. A copy of the violation is also logged for the Vericept reviewer. Email Self-Compliance provides non-intrusive content 
control and helps to train and remind employees of corporate policy.  Encryption capability is powered by Entrust.

Email Quarantine

Email containing questionable violations can be quarantined, reviewed and then released or deleted.  User alerts can 
be sent to the sender to inform him/her that the communication was intercepted and additional information is needed 
to release.  Vericept’s quarantine functionality provides organizations with time to review suspicious activity and severe 
policy violations before an event becomes an issue.

Email Blocking

Stop proprietary information from leaving the network.  Based on the Vericept pre-deýned Risk Categories, custom 
categories and inclusion/exclusion policies, an organization can identify communication that should be stopped before it 
leaves the organization.  Vericept’s blocking capability intercepts the communication and immediately deletes it.

Vericept User Alert

Vericept User Alerts can help train and remind staff of corporate and compliance policies at the time of the event.  
Companies can choose to send these policy-based alerts to remind users to encrypt conýdential customer data or to 
alert them that an email has been blocked or quarantined.  Alerts can be easily customized to include a personalized 
corporate message, and provide further information and instruction for the sender.
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VericepT PrOTecT SOLuTiON FeATures

Stops information leaks		                 
Automatically encrypts customer data 		                 
Encryption is fully embedded and powered by Entrust                   
Alerts employees to policy violations and allows them to decide
Reminds and trains users on compliance and corporate policies	
Protects without impeding the þow of business

Vericept Protect Encryption powered by Entrust 

Based on Entrust’s EntelligenceTM Messaging Server, the Vericept Protect solution automates the management of 
digital certiýcates containing usersô security credentials that are used for encryption making it easier for users to 
communicate securely with people outside the organization, regardless of the particular email application they 
may be using. The solution transparently integrates with popular email clients such as Microsoft Outlook and Lotus 
Notes, as well as any S/MIME compatible email client and even Yahoo and Hotmail web-based email services.

Why Vericept?
Vericept Corporation is the leading provider of comprehensive compliance and data  
loss prevention solutions. Vericept mitigates internal risk by providing enterprise-wide  
discovery, classiýcation and prevention of the information exchanged inside and outside  
an organization. Vericeptôs patent-pending classiýcation suite delivers the highest degree  
of accuracy and lowest instance of false positive events available in the marketplace.   
Only Vericept offers comprehensive solutions for data at rest, data in motion, and data  
in use at the endpoint, providing visibility and control of sensitive data across all forms  
of trafýc, including email, webmail, IM, P2P, and FTP. Vericeptôs technology is deployed  
in over 750 organizations worldwide and protects billions of pieces of communication  
every day.  Vericept is a privately held company with major operations in  
Waltham, MA and Denver, CO.
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Vericept, Intelligent Content Protect Engine, Case Files, Email Self-Compliance and Category Designer are all trademarks and/or  
service marks of Vericept Corporation.  All other trademarks and/or service marks are the property of their respective owners.

Reservoir Place 
1601 Trapelo Road  
Suite 140 
Waltham, MA 02451

555 Seventeenth Street,  
Suite 1500
Denver, CO 80202
800-262-0274    
303-798-1568
info@vericept.com
Visit the company website  
at www.vericept.com


